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ABSTRACT: The image steganalysis was intended for storage dataand data hiding applications.In the same way that
we use the QR code for data encryption and steganalysis on images. For example, QR codes, which were formerly used
in several very fast statistics applications such as storage and rapid screen reading, are now often used in increased
numbers in many fast scanning applications. Anybody can get access to QR-code files, so that they are incompatible
without adding encryption or other security, with the encoding of hidden statistics. A graphic image steganalysis
scheme is proposed in this paper to translate a hidden QR code into different shares. In evaluation with other strategies,
the shares in the proposal are true QR codes which can be decoded by a single trendy QR reader to increase suspect
attackers. Moreover, with the aid of XOR-ing, the hidden message is retrieved. This procedure allows smartphones or
various QR scan devices to be used easily. Contribution work is, focused on a particular partnership using clusters,
work on an optimal segmentation process.

KEYWORDS: Hashing, Partitioning Algorithm, Quick Response code.
L. INTRODUCTION

The Quick Response code is still commonly used for a few days. In a number of cases in which information collection,
network connections, traceability, verification and authentication are involved, QR codes are used daily. Firstly, the QR
code is easy, such as cell phones, scanning weapons, to identify computer equipment. Second, QR code has a high
capacity for storage, high harm, low cost and so forth.

The QR code has a kind of geometrical overhaul and accelerated disengagement structure. For QR code recognition
and direction change, three location labels are used. A twisting scheme shall use at least one structure style. The
module is designed to take care of the business. Furthermore there are buggered degrees of change and covers of the
corporate data fields. In the adaptation data regions the code type and error correction bits are used. The famous QR
codes are mainly due to these characteristics:

1. Duplicating technique immune to QR code.
2. Any computer and any person can be read easily.

3. It has a wide encoding capability increased by bug fixes.

Another secret breakthrough in sharing visual cryptography. It enhances the hidden image sharing to recreate the
complexity of the secret, based on human eye decryption. It has the benefits of camouflage, secrecy and the ease of
hidden retrieval in contrast to conventional cryptography. The visual encryption technique gave the users high security

requirements and guarantees them against various security attacks. A motivation for business applications is anything
but difficult to make.

II. REVIEW OF LITERATURE

This paper[1] offers a full overview of the Visual Cryptography Method based on OR and XOR and shows how XVCS
does better than OVCS. The XVCS contrast is better than OVCS. XVCS is 2”(k-1) times bigger than OVCS,
respectively. XVCS.OR degrades the image quality visually of restored images for OR-based VCS with its monotone
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properties (OVCS). Benefits are: Stacking operations will quickly decipher the hidden picture. XVCS has a clearer
picture than OVCS restoration. Increased contrast from the decrypted image is the decrypted image efficiency.

The author of this paper [2] claims that information in the QR code must be accurate if the code is to read correctly.
The QR algorithm is proposed based on geometric correction of the distortion from the original expression. To obtain
accurate coordinates for the vertices of the QR code image distortion pretreatment, the procedure must begin by
correctly locating the four vertices of the QR image. Once the direction and distance are determined, the area is
increased by the square of the coordinates in the result. After furthering the correction, the black and white bits of the
QR code are identified and transformed to become binary data. The resultant image is then returned to the original QR
code form. In addition, the QR code can be expanded to include additional information.

When creating a two-stage QR code [3], there are two different applications: the full-rate QR and the low-rate QR
(2LQ). Both may be used for different purposes. The general public is likely to see the QR codes at the same amount of
depth as conventional QR codes, so all traditional QR code readers will be able to read them. The private credential is
acquired by applying certain specialized patterns todo procedures in place of the black modules. QR code is used to
encrypt the data, and is intended to help compensate for data entry errors and add redundant data. Using an Expanded
QR code increases the amount of storage space for images. Adorned with the texturedustrations found in the 2Q P & S
the disadvantages are that it takes a long time to learn patterns and you must spend an effort to do so using textured
modules in lieu of the bland, white ones would increase the overall space of the 2L set.

According to this post[4], the errors found in QR codes, their hidden message capability causes an error correction
mechanism to expand when the key is shared, causing them to expand to be irrelevant when data is circulated or
encoded by various means. To increase the range of bidding options, every transaction is assigned a QR code. Each
transaction has its own unique QR code which can be read using QR reader software, which can be used to validate the
QR code you are using. As the mystery of the coded message is essentially lies in the data hidden inside the QR codes,
what you have to do is combine the data discovered data to unlock the advantage. This has the drawback that each
subsequent contact in the exchanging of data involves a different series of codes to be spoken or communicated.

This paper [5] suggests the QR code for advanced avoidance of cheating. First the sender exchanges the keys with the
delegates and the first person to be authenticated with the validation code after submitting the share is authenticated
and the key if any member is fraudulent then a hidden decoding mechanism is stopped at that stage. The paper uses the
strongest edition of version 40 of the QR code. The benefit is an innovative optical secrecy sharing cheating
prevention. The solution proposed tolerates printing and scanning in the real world application to protect QR records.

Multiple visual image encryption (MIVC) is researched in paper [6] in order to obtain the optimum grey scale
reservation. Embedded EVCS, simulated rip-on-the-box algorithm to use the VC building problem to identify column
vectors for an optimized VC construction, natural image-based VSS scheme (NVSS scheme).

The introduction of private information [7] as well as more private QR codes in an updated and comprehensive QR
strategy would strengthen the system's security and overall reliability since it makes use of the QR-based protection
and control functions, the approach suggested has the benefit of less vulnerability and costs the same as print/passcode
systems The advantages are: Ensures of ensuring that classified information is not shared. This is a strategy based on
reason the library expander hides QR codes and includes a hidden barcode payload in the process of improving
readability, while also providing detection of unauthorised QR information. Since the QR (or Q) code scanning
protection is better, this reduces the convenience of using the countertop barcode scanners. Further alterations are
needed in order to adapt the QR scheme to fit.

HVC building techniques, based on the diffusion of errors, are proposed in this work[8]. The hidden picture is
simultaneously encoded in valued binary shares while the diffusion of these shares is half toned — half-toned
workhorse standards. The diffusion of errors has low complexity and decent picture consistency for halftone shares. A
hidden image reconstructed by piling together eligible shares does not suffer from cross contamination from share
images.

This article[9] contrasts the user-friendly visual secret sharing systems based on random grids with a proposed scheme.
The findings suggest that the suggested scheme rather than that for which the codebook would not demand is more
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adaptable for quality management than any different schemes and the proposed approach is that, apart from having
complementary cover pictures, different cover pictures should be used.

This paper[10] is the first in the paper series that addresses various types of secret sharing and cryptologic mechanisms
and offers two unique options: One based on grey codes and the XOR, and the other on the XOR operation.
Additionally, the Gray code is employed to create new digital asset portfolios and to bring about restoration using the

XOR. The technique could be used to contain the potential to more readily extend, but it is specifically based on
identity confidentiality and visual obscuration.

III. PROPOSED METHODOLOGY

In proposed system, a novel approach is introduced to improve the security of QR codes using advanced
partitioning algorithm. An existing sharing technique is subjected to loss of security. On this premise, consider the
strategy for (k, n) get to structures by using the (k, k) sharing occurrence on each k-member subset dependent on
specific relationship. This methodology will require countless examples as n increments. Therefore, presents portioning
calculations to group all the k-member subsets into a few assortments, in which cases of various subsets can be
supplanted by just one. The designed scheme is feasible to hide the secrets into a tiny QR tag as the purpose of visual
sharing schema. Only the authorized user with the private key can additionally uncover the covered mystery
effectively.

A. Proposed Block Diagram

Following fig.1 shows the proposed architecture of the given approach:

Secret Message Cover Image

Steganography

Segment Cover
image

VSS Using Key Get Original Image

Get Secret Message

Fig. 1.Block Diagram
B.Algorithms

1. K-means clustering:
K-Means Clustering is an iterative, unsupervised algorithm that is used to partition data into clusters based on the similarity
present among data points. In this work K-means clustering is used in order to partition the secret message into shares so that
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it can be distributed to participants. In K-means data is partitioned in such a way that each data point belongs to only one
group so as reduce intra-class dissimilarity and increase interclass dissimilarity. In this work for division of message into
cluster, a word is compared with center of each cluster and it is then moved to the cluster in which the distance is less from
the center.

Steps:

= Give the number of cluster value as k.

=  Randomly choose the k cluster centers

= Calculate mean or center of the cluster

= Calculate the distance between each word to each cluster center

= If the distance is near to the center then move to that cluster.

= Otherwise move to next cluster.

= Re-estimate the center.

= Repeat the process until the center doesn’t move.

2. Encoding

Representation of each letter in secret message by its equivalent ASCII code.

= Conversion of ASCII code to equivalent 8 bit binary number.

=  Division of 8 bit binary number into two 4 bit parts. Picking of random letters relating to the 4 bit parts.

=  Meaningful sentence development by utilizing letters got as the main letters of reasonable words.

=  Omission of articles, pronoun, relational word, intensifier, was/were, is/an/are, has/have/had, will/will, and would/ought
to in coding procedure to give adaptability in sentence development.

=  Encoding isn't case touchy.

3. Decoding

Steps:

=  First letter in each word of encoded message is taken and represented by 4 bit number.
= 4 bit binary numbers of merged to obtain 8 bit number.

Finally encoded message is recovered from ASCII codes.

IV. RESULTS AND DISCUSSION

Experiments can be performed on a personal computer with a configuration: Intel (R) Core (TM) i7-2120 CPU @
3.30GHz, 8GB memory, Windows, MySQL backend database and Jdk 1.9. The application is web application used tool for
design code in Eclipse and execute on Tomcat server.

The QR code security with texture patterns by applying the X-ORing based Visual Cryptography Scheme on QR code
for sharing secrets to the receiver. The figure shows the QR code example. The experiment includes two processes encryption
process and decryption process.

A. Output Results

Input: 'm in india
Output:

Fig.3 Secret Shares generated of given message
Figure 3 shows the secret shares generated of given message.
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Fig.4Retrieve the original message using selected shares

Message - I'm in india

Comparison Table:

Paper Algorithm | Encoding | Decoding | Security
Speed Speed
[1] Division, low low low
Sharing
This K-means, | High high High
MD5
900
800
__700
"
£ 600
S 500
g 400 ® Encoding speed
~8 300 B Decoding speed
()]
* 200
100
0
Existing Proposed
system  system

Time complexity of a sharing schema algorithm quantifies the amount of time taken by an algorithm to run as a

function of the length of the input.

V. CONCLUSION

In this paper, a visual secret sharing scheme for QR code applications, which makes improvement mainly on
two aspects: higher security and partitioning techniques based on specific relationships. In addition, we extended the
access structure from (n, n) to (k, n) by further investigating the error correction mechanism of QR codes.
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